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[bookmark: Purpose][bookmark: _Toc159830240]Purpose 
This questionnaire is intended for DSPs to complete and provide evidence of meeting the controls under the Operational Security Framework, for both new product submissions and annual reviews.
[bookmark: _Hlk79568977]You will need to determine which category is relevant to your product and respond to each question within the category. This document is best read in conjunction with the Digital Service Provider Operational Security Framework, Requirements for ATO Digital Services.
Supporting information is also available in the DSP Hub. 
Please submit your completed questionnaire via Online Services for DSPs (OS4DSPs):
· New Product Submissions
· Annual Reviews
Additionally, DSPs can request assistance or provide feedback via the same process, by raising an Ask a Question ticket.
[bookmark: _Toc159830241][bookmark: _Hlk71199127][bookmark: _Hlk72154089]Completing the Questionnaire
Review the below table to determine which category is relevant for your product(s). This will be dependent on your operating model. 
All DSPs must complete ‘About you as a Digital Service Provider’ section, plus one of the categories below.
	[bookmark: _Hlk79564763]Category A
	· Products controlled by DSP
Categories A, B or C

Note: Sending Service Providers (SSPs) must complete questions outlined on page 7.
	· Commercial product or service controlled by DSP, and
· Low to high-risk APIs with greater than 10,000 unique client records, or
· Sending Service Providers

	Category B
	· 
	· Commercial product or service controlled by DSP, and
· Medium to high-risk APIs with less than 10,000 unique client records

	Category C
	· 
	· Commercial product or service controlled by DSP, and
· Low risk APIs with less than 10,000 unique client records

	Category D
	· Products controlled by Client 
Category D
	· Commercial product or service controlled by client, and
· Low, medium, or high-risk APIs regardless of unique client records

	
	· 
	· In-House developer controlled by client, and
· Low, medium, or high-risk APIs with greater than 10,000 unique client records

	[bookmark: _Hlk82440783]Category E
	· Controlled by either DSP or Client
Category E
	· Commercial product or service controlled by either the DSP or the client, and
· No risk APIs regardless of unique client records

	
	· 
	· In-House developer controlled by client and
· Low Risk APIs with less than 10,000 unique client records, or
· No risk APIs regardless of unique client records


[bookmark: _Toc80003229]
[bookmark: _Toc159830242]Evidence Requirements
Please submit your completed questionnaire and evidence to the Digital Partnership Office through Online services for DSPs

· DSPs should complete one questionnaire per product*, however:
· DSPs with multiple products, subscriptions or solution types using the same infrastructure and architecture may choose to submit one questionnaire for all ‘like’ products and services. A full list of products and services must be provided, including alignment back to the controls
· Where the infrastructure, architecture or requirements are different then a separate questionnaire and evidence must be provided for each product.
· DSPs must provide accurate and relevant evidence in line with the control requirement. Where a control is not applicable to your operating environment, explain why
· Providing false or misleading information to the questionnaire could lead to your software product or service being de-whitelisted
· Evidence can be embedded directly into the questionnaire, separately as an appendix document, or combined into a .zip file and submitted with the questionnaire. When attaching documentation clearly reference and align to the questionnaire sections.

* DSPs must advise the ATO how many products they offer. Each product is identified by a unique product ID. It is recommended products be separated by the way they are marketed, this includes different product types/names, connection types to the ATO (e.g., direct/indirect) and data hosting (e.g., DSP or client controlled).

[bookmark: _Toc159830243]Questions
[bookmark: _Toc80003241][bookmark: SectionA]If you need assistance completing the questionnaire, please contact the Digital Partnership Office via Online Services for DSPs or DPO@ato.gov.au


[bookmark: _About_you_as][bookmark: _Toc159830244]About you as a Digital Service Provider
All DSPs must complete this section. 
	Date of Completion
	

	Registered ABN
	

	Entity Legal/Trading Name
	

	Registered address
	

	Product Name
	

	Link to Website
	

	Contact Name
	

	Contact Email
	

	Contact Phone Number
	

	Product description
Please provide an overview of what your software and product(s) do.
	

	If this is an annual review - Has there been any changes to the business and/or product structure since the last review?
	☐ No
☐ Yes
If yes, provide details below. 

	[Provide response here, including any relevant attachments]

	What is your DSP operating model / supply chain and API consumption?


















If you select this option, you must complete the “Sending Service Providers SSP” section on page 7.
	Select the Operating models that apply.
☐ The product is controlled by the DSP.
☐ Operates as a cloud product.
(Cloud/subscription based)
☐ Operates as a desktop product.
☐ The product is controlled by the client.
(Desktop or users’ cloud/server)

☐ The product connects directly to ATO.
☐ The product connects to the ATO via a Sending Service Provider or Gateway.

☐ The product is a Superannuation Gateway solution to a client, OR
☐ The product is a Sending Service Provider (SSP) solution to a client


	Do you have an add-on marketplace which allows 3rd party products or services to connect to your software via an Application Programming Interface (API)?
	☐ Yes    ☐ No

	Indicate the product grouping and highest level of risk rating for the services you will be consuming. 


	Product Grouping
Mark all that apply
☐ Tax Practitioner Services (PLS)
☐ Payroll Services (STP)
☐ Business Registry (ABRS)
☐ Superannuation Services (SPR)
 ☐ Other services (please specify)

	
	Risk Rating
Mark the highest rating that applies
☐ 1-no risk                    ☐ 2-low risk
☐ 3-med risk                 ☐ 4-high risk

	Are you expecting your product/service to interact with 10,000 or more unique TFN or Superannuation records?
	☐ Yes 
☐ No 
☐ Unsure

	Provide a supporting taxonomy diagram demonstrating your supply chain and API consumption to and from the ATO including any cloud and hosting interactions. 
A taxonomy is a visual representation of the data flow from client login to lodgment at the ATO.

	Your diagram must include at a minimum:
· Firewalls
· API connections
· Cloud hosting provider
	
· Gateways and Sending Service Provider connections
· Integrators and their connections

	Example - Taxonomy showing a DSP cloud controlled indirect connecting software:
[image: ]
NOTE: This is an example only and should not be modified and used as a response.

	[Attach your taxonomy diagram here] 






[bookmark: _Categories_A,_B][bookmark: _Sending_Service_Providers][bookmark: _Toc159830245]Sending Service Providers (SSP) 
Only Sending Service Providers are to provide a response to all requirements. 

	Mandatory Will you be providing your solution(s) to market or using it to service your own commercial products?


	[DSP response including any relevant attachments] 






	Mandatory What are the functional roles within the supply chain that your SSP solution(s) will perform?


	[DSP response including any relevant attachments] 






	Mandatory Will your SSP solution(s) be providing an API connection, upload functionality or both?


	[DSP response including any relevant attachments] 






	Mandatory Will your SSP solution(s) be using the same infrastructure, architecture and technology as existing commercial product(s) or gateway solution.

If not, please clarify any differences.


	[DSP response including any relevant attachments] 










[bookmark: _Toc159830246]Categories A, B, or C
Tick appropriate category and provide a response to all requirements.
Services include Cloud and Software as a Service (SaaS), Gateways and Sending Service Providers.

	Category A     ☐ 
	Category B     ☐
    
	Category C     ☐


	· Commercial product or service controlled by DSP, and
· Low to high-risk APIs with greater than 10,000 unique client records, or
· Sending Service Provider.
	· Commercial product or service controlled by DSP, and
· Medium to high-risk APIs with less than 10,000 unique client records.
	· Commercial product or service controlled by DSP, and
· Low risk APIs with less than 10,000 unique client records.



Requirements

Note: Inclusions must be addressed within evidence provided.

	Audit Logging: Mandatory

	Audit logging inclusions:
· Access and event-based logs including changes to privileges, permissions, and authorisations. 
· Users with privileged access must also be identifiable.
· Shared or generic login credentials are not permitted. Each individual user and event will need to be uniquely identifiable. 
· Audit logs must be kept for a minimum of 12 months and must not be deleted within this period.
Evidence Required:
Provide dummy or authentic access and event logs (sensitive information redacted) which include:
· authentication and authorisation
· date and time of the event
· confirmation of unique Username / identifier 
· success or failure of the event
· event description
· ICT equipment location and identification
· confirmation of minimum 12-month retention
DSPs can provide an audit log policy to cover the inclusions (retention, no shared logins etc).
It is recommended DSPs adopt a risk-based approach to implement controls from the Australian Cyber Security Centre Guidelines for System Monitoring or equivalent industry standard such as NIST Guide to Computer Security Log Management.


	[Provide response here, including any relevant attachments]



	Authentication: Mandatory

	Multi-Factor Authentication inclusions:
Multi-Factor Authentication (MFA) must be implemented by all staff and end users who have access to Taxation, Accounting, Payroll, Business Registry or Superannuation related information for themselves or other entities or individuals.
Any variations away from full MFA must be discussed with OSF Team as compensating controls may be allowable.

· MFA must be permanent and cannot be disabled by the client.
· Shared logins are not permitted and must be blocked by DSPs.
· Idle Session time-out occurs after a maximum 30 minutes (15 minutes is preferred). This is a screen lock process where full MFA is not required to unlock.
· Remember me functionality must be limited to 24 hours.
· Brute force lockouts are applied after a maximum of 5 unsuccessful login attempts. This specifies that an event must occur, not how each DSP handles this lockout before a client can re-try logon. We do not seek the details of the lockout process, only that it occurs.
· Tokens or temporary credentials should be isolated to an individual device and expire once used. Any token or temporary credential must expire within 24 hours.
· Authenticator apps can be used e.g., Microsoft Authenticator, Symantec VIP or Google Authenticator and will need to demonstrate how MFA is enforced at login. 
· MFA should not include social media logins e.g., Facebook/TikTok. If social media applications are included in the proposed business model, DSPs should discuss with DPO.
Further information can be found at ACSC: Implementing Multi Factor Authentication
DSPs must seek advice from the DPO on the use of enterprise SSO to support their clients.
Evidence Required:
Provide all the following details: 
· User description paired with screen shots of MFA workflow that cover the process Login, Challenge, Success, and Failure.
· Password or access control policy which demonstrates:
· user access controls
· remember me functionality
· idle session time-out
· brute force lockouts
· token or temporary credential expiration 
· confirmation in writing that no social media log in used

Note: DSPs may also be required to provide a live or mock demonstration of the MFA process to support their evidence provided.


	[bookmark: _Hlk78192455][DSP response including any relevant attachments] 



	Certification: Mandatory

	Independent Certification or Self-Assessment against either:
The self-certification and independent certification requirement provide the ATO with a level of assurance that you have robust security practices in place across your organisation.
This is done by self-certification or independent certification against one of the approved standards, based on the category your product falls into.


	Category A: 

	Independent Certification against either: 
· iRAP (ISM)
· ISO/IEC 27001:2022
	Self-Assessment - N/A

	Category B:

	Independent Certification against either:
· iRAP (ISM)
· ISO / IEC 27001:2022 
	Self-Assessment against either:
· ISO / IEC 27001:2022 
· ISO / IEC 27002:2022
· NIST

	Category C:

	Independent certification against either:
· iRAP (ISM)
· ISO / IEC 27001:2022 
	Self-Assessment against either:
· ISO / IEC 27001:2022
· ISO / IEC 27002:2022
· SOC2 
· OWASP ASVS 3.0 or later
· NIST

	Evidence Required:
Independent Certification
Provide one of the following:
· copy of certificate
· letter of compliance and final report

If seeking conditional approval for independent certification:
· letter of engagement with a start date, completion date, scope of work and assessor details needs to be provided.

Self-Assessment 
Completed documentation demonstrating your conformance, with comments covering all the requirements (full control suite) of one of the approved security standards.
Notes: 
· Self-Assessment needs to be renewed every 2 years, with evidence of the latest self-assessment provided during the Annual Review process.
· Acceptable evidence for self-assessment under ISO 27001:2022 would be the implementation of the controls against ISO 27002:2022 in the form of a Statement of Applicability.

	[bookmark: _Hlk78192548][DSP response including any relevant attachments] 



	Data Hosting: Mandatory

	Data Hosting must be onshore by default. 
DSPs must provide details of their hosting provider to the ATO.
Offshore hosting arrangements (including redundancy systems) are by exception only.
Evidence Required:
Provide all the following details: 
· provider name
· provider location (region)
· redundancy location (region)
· whether the provider is Certified or assessed against another security standard

Offshore data hosting
If you are storing data offshore, you will need to contact the DPO in the first instance.

	[DSP response including any relevant attachments] 



	Encryption Key Management: Mandatory

	You need to demonstrate that a policy or process is in place to govern the lifecycle management of encryption keys and minimise the risks of compromised keys.
The scope of this policy should cover three categories: 
· Asymmetric/public key algorithms
· Hashing algorithms 
· Symmetric algorithms
The use of algorithms must align to the Australian Government - Guidelines for using cryptography.
Evidence Required: 
An internal policy document which covers the scope of encryption key management.
Include details relating to:

	· generation 
· distribution 
· storage
· access
· renewal 
· revocation
	· rotation
· archiving
· length and complexity of keys
· destruction of compromised encryption keys
· recovery 

	Note: Where encryption keys are managed by a third-party provider, confirm this by providing evidence to show a relationship, such as an email or contract/agreement with your provider.

	[DSP response including any relevant attachments] 



	Encryption at Rest: Mandatory

	Encryption at rest covers data stored for the purpose of Taxation, Accounting, Payroll, Business Registry and Superannuation transactions including Personally Identifiable Information (PII).
You will need to provide evidence that you use an approved algorithm (for example AES-256) to encrypt data at rest as per Guidelines for using Cryptography.
You can choose to apply this control by either encrypting at the disk, container, application, or database level.
Evidence Required: 
Provide one of the following: 
· screenshot showing encryption enabled, confirmation of method of encryption applied and algorithm used.
· licensing agreement or invoice with whitepaper.
· policies relating to data classification when applying block, field, or column level encryption.
Where encryption at rest is not viable, provide a screenshot/policy which demonstrates all the below have been met: 
· user/system role-based access controls, active logging, and monitoring protocols.
· restricting or limiting access to databases using principle of least privilege.
· separation of hosts and segregation of networks or micro segmentation.
· intrusion prevention and detection controls.


	[DSP response including any relevant attachments] 



	Encryption in Transit: Mandatory

	You will need to provide evidence that you use an approved cryptographic protocol (for example, as a minimum of TLS 1.2 or TLS 1.3) and algorithm to encrypt data in transit as per: 
ACSC Guidelines for using Cryptography and 
Annex A of ACSC Implementing Certificates, TLS, and HTTPS 

Note: Desktop products that directly connect to the ATO are not required to provide evidence for this requirement. 
Evidence Required: 
All cloud products must provide their Domain Name, and provide one of the following: 
· screenshot of back-end configuration of TLS (e.g., load balancer) 
· SSL labs report for public certificates 
All indirectly connecting products must provide one of the following: 
· licensing agreement with SSP
· screenshots from inside SSP Portal 
· screenshot of API call to 3rd party showing TLS protocol

	[DSP response including any relevant attachments] 




	Entity Validation: Mandatory

	[bookmark: _Hlk83130690]You must verify the ABN of the entity consuming/using your product, against a reliable and independent source e.g., the Australian Business Register. 
You must ensure your client has valid client contact details, including a confirmed email and phone number.
Evidence Required: 
Provide all the following:
· policy or process that demonstrates entity validation is in place as part of the product registration and/or purchase process.
· advise how you verify the ABN is active
· advise how you verify the contact number and email are valid

	[DSP response including any relevant attachments]




	Personnel Security: Mandatory

	You must demonstrate that appropriate processes and procedures are in place for hiring, managing, and terminating employees, contractors, or non-employees, particularly where these staff may have access to back-end software or data.
Note: Micro DSPs (up to three employees) are exempt from this requirement unless contractors or non-employees have access to source code or Taxation, Accounting, Payroll, Business Registry or Superannuation related information. 
Evidence Required: 

· internal policy document detailing how employees, contractors or non-employees maintain confidentiality of enterprise information. 
· process descriptions detailing pre-employment screening and separation procedures.
· sample contracts detailing conditions of employment.
Micro DSPs
Confirm that contractors or non-employees do not have access to the source code.
If they do Personnel Security provisions will apply.

	[DSP response including any relevant attachments] 




	Security Monitoring Practices: Mandatory

	You must demonstrate there are appropriate monitoring of networks, applications, and transactions in place. 
You must also demonstrate you scan your environment for threats and will take appropriate action where anomalies are detected.
Evidence Required: 
Provide all the following details: 
· screenshot of an intrusion detection system such as a firewall that generates alerts.
· intrusion prevention system screenshot which protects end points and scans the DSP environment to prevent malicious events.
· approach to detect anomalies or a screenshot of a security event and incident management dashboard. This may include examples of business or system rules to prevent fraud or non-compliant activity.
· policy demonstrating what actions will be taken where anomalies are detected.

	[DSP response including any relevant attachments] 



	Supply Chain: Mandatory

	You must demonstrate the functional roles within your supply chain.
These can be defined as:
· Data Collector: Party responsible for the acquisition of data through user interface interaction or APIs.
· Data Validator: Party responsible for the verification of data types, structures, formats and/or data values.
· Data Integrator: Party responsible for combining data from multiple sources for use.
· Data Analysis and Extraction: Party responsible for performing analysis on data to extract a data sub-set or additional derived/calculated data.
· Data Transformer: Party responsible for changing representation of data to file format of data (e.g., CSV to XML). 
· Data Provider: Party responsible for the payload (which may be encrypted).
· Data Transmitter: Party responsible for the message with the payload (e.g., ebMS3/AS4 transmission). 
DSPs with an add-on marketplace will need to provide additional information, see Third Party Add-On Marketplaces.
Evidence Required: 
Provide the business details of the participants in the supply chain including:
· entity name
· ABN 
· functional role(s)

	[DSP response including any relevant attachments] 




	Third Party Add-on Marketplaces: Mandatory

	You must provide details of the security standard adopted to govern your third-party add-on providers, including evidence that your ecosystem partners have met SSAM or an equivalent.
You must provide details of all developers of third-party add-on marketplaces that connect to your product. 
We define ‘Add-on marketplace’ as an:
· API that is offered by a DSP for use by other third-party software developers to provide additional value-added services to end customers.
Examples of third-party add-ons:

· Accounting/Taxation: inventory, CRM, OCR scanning
· Payroll: timesheets, rostering, pay calculator
· Superannuation: audit integrations, share registries.
Note: For this purpose, SSPs and gateways are not considered as DSPs with add-on marketplaces. 
Evidence Required: 
Provide all the following details: 
· copy of the security standard adopted to govern your third-party add-on providers 
· a list of your third-party developers including names and a hyperlink to their website.
An attached spreadsheet is the preferred format for the list.
We recommend the Security Standard for Add-on Marketplaces (SSAM) as a baseline.


	[DSP response including any relevant attachments]



















[bookmark: _Category_D][bookmark: _Toc159830247]Category D
Provide a response to all requirements.
Services include desktop and server-based software, where the application is under the control of the client

	Category D 

	• Commercial product or service controlled by client, and
• Low, medium, or high-risk APIs regardless of unique client records
	• In-House developer controlled by client, and
• Low, medium, or high-risk APIs with greater than 10,000 unique client records


	* ATO recognise DSPs (including in-house developers) may have some level of control of the requirement, the mandatory element applies where a DSP has control to implement a solution. Some controls may not be applicable. 


Requirements

	Audit Logging: Mandatory

	Audit logging inclusions:
· Access and event-based logs including changes to privileges, permissions, and authorisations. 
· Users with privileged access must also be identifiable.
· Shared or generic login credentials are not permitted. Each individual user and event will need to be uniquely identifiable. 
· Audit logs must be kept for a minimum of 12 months and must not be deleted within this period.
Evidence Required:
Provide dummy or authentic access and event logs (sensitive information redacted) which include:
· authentication and authorisation
· date and time of the event
· confirmation of unique Username / identifier 
· success or failure of the event
· event description
· ICT equipment location and identification
· confirmation of minimum 12-month retention
DSPs can provide an audit log policy to cover the inclusions (retention, no shared logins etc).
It is recommended DSPs adopt a risk-based approach to implement controls from the Australian Cyber Security Centre Guidelines for System Monitoring or equivalent industry standard such as NIST Guide to Computer Security Log Management.


	[DSP response including any relevant attachments]




		[bookmark: _Hlk82698980]Authentication: Mandatory

	Authentication: Mandatory
At a minimum, all solutions must have user-based access, including unique client logins with authentication and authorisation controls implemented e.g., unique username and password.
· Shared logins are not permitted and must be blocked. 
· Remember me functionality must be limited to 24 hours.
Multi-Factor Authentication inclusions: Optional if your able to 
To strengthen your authentication, ATO recommends implementing multi-factor authentication (MFA) as best practice this can be applied as per Australian Government - Guidelines for system hardening.

· MFA should not include social media logins e.g., Facebook/TikTok. If social media applications are included in the proposed business model, DSPs should discuss with DPO.
Evidence Required:
Authentication
Provide: 
· evidence to show user-based access, including unique client logins with authentication and authorisation controls implemented.
· screenshot or policy document showing Remember me functionality limited to 24 hours.

Multi-Factor Authentication
Provide all the following details: 
· User description paired with screen shots of MFA workflow that cover the process: Login, Challenge, Success, and Failure.
· Password or access control policy which demonstrates:
· user access controls
· remember me functionality
· inactive session time-out
· brute force lockouts
· token or temporary credential expiration.
Note: DSPs may also be required to provide a live demonstration of the MFA process to support their evidence provided.

	[DSP response including any relevant attachments] 









	Certification: Mandatory

	Self-Assessment  
The self-certification and independent certification requirement provide the ATO with a level of assurance that you have robust security practices in place across your organisation.
This is done by self-certification against one of the approved standards referred to below.
Self-Assessment against either:
· ISO / IEC 27001:2022
· ISO / IEC 27002:2022
· SOC2 
· OWASP ASVS 3.0 or later
· NIST
Independent Certification: Optional but recommended
· iRAP (ISM)
· ISO / IEC 27001:2022 
Evidence Required:
Completed documentation demonstrating your conformance with the requirements (full control suite) of one of the approved security standards.
If independent certification has been completed, then self-assessment is not required.
Notes: 
· Self-Assessment needs to be renewed every 2 years, with evidence of the latest self-assessment provided during the Annual Review process.
· Acceptable evidence for self-assessment under ISO 27001:2022 would be the implementation of the controls against ISO 27002:2022 in the form of a Statement of Applicability.
Independent Certification
Provide one of the following:
· copy of certificate
· letter of compliance and final report

If seeking conditional approval for independent certification:
· letter of Engagement with a start date, completion date, scope of work and assessor details needs to be provided.

	[DSP response including any relevant attachments] 



	Data Hosting: Mandatory*

	*Only applies where a DSP (including in-house developers) has control to implement a solution.
Data Hosting must be onshore by default. 
DSPs must provide details of their hosting provider to the ATO.
Offshore hosting arrangements (including redundancy systems) are by exception only.

Evidence Required:
Provide all the following details: 
· provider name
· provider location (region)
· redundancy location (region)
· whether the provider is Certified or assessed against another security standard

Offshore data hosting
If you are storing data offshore, you will need to contact the DPO in the first instance.

	[DSP response including any relevant attachments] 
 


	Encryption Key Management: Mandatory*

	*Only applies where a DSP (including in-house developers) has control to implement a solution.
You need to demonstrate that a policy or process is in place to govern the lifecycle management of encryption keys and minimise the risks of compromised keys.
The scope of this policy should cover three categories: 
· Asymmetric/public key algorithms
· Hashing algorithms 
· Symmetric algorithms
The use of algorithms must align to the Australian Government - Guidelines for using cryptography.
Evidence Required:
An internal policy document which covers the scope of encryption key management.
Include details relating to:
· generation 
· distribution 
· storage
· access
· renewal 
· revocation 
· rotation
· archiving
· length and complexity of keys
· destruction of compromised encryption keys
· recovery 
Note: Where encryption keys are managed by a third-party provider, confirm this by providing evidence to show a relationship, such as an email or contract/agreement with your provider.


	[DSP response including any relevant attachments] 




	Encryption at Rest: Mandatory*

	*Only applies where a DSP (including in-house developers) has control to implement a solution.
Encryption at rest covers data stored for the purpose of Taxation, Accounting, Payroll, Business Registry and Superannuation transactions including Personally Identifiable Information (PII).
You will need to provide evidence that you use an approved algorithm (for example AES-256) to encrypt data at rest as per Guidelines for using Cryptography.
You can choose to apply this control by either encrypting at the disk, container, application, or database level.
Evidence Required:
Provide one of the following: 
· screenshot showing encryption enabled, confirmation of method of encryption applied and algorithm used.
· licensing agreement or invoice with whitepaper.
· policies relating to data classification when applying block, field, or column level encryption.
Where encryption at rest is not viable, provide a screenshot/policy which demonstrates all the below have been met: 
· user/system role-based access controls, active logging, and monitoring protocols.
· restricting or limiting access to databases using principle of least privilege.
· separation of hosts and segregation of networks or micro segmentation.
· intrusion prevention and detection controls.

	[DSP response including any relevant attachments] 


	Encryption in Transit: Mandatory

	You will need to provide evidence that you use an approved cryptographic protocol (for example, as a minimum of TLS 1.2 or TLS 1.3) and algorithm to encrypt data in transit as per: 
ACSC Guidelines for using Cryptography and 
Annex A of ACSC Implementing Certificates, TLS, and HTTPS 

Note: Desktop products that directly connect to the ATO are not required to provide evidence for this requirement. 
Evidence Required:
All cloud products must provide their Domain Name, and provide one of the following: 
· screenshot of back-end configuration of TLS (e.g., load balancer) 
· SSL labs report for public certificates 
All indirectly connecting products must provide one of the following: 
· licensing agreement with SSP
· screenshots from SSP Portal 
· screenshot of API call to 3rd party showing TLS protocol. 

	[DSP response including any relevant attachments] 


	Entity Validation: Mandatory

	You must verify the ABN of the entity consuming/using your product against a reliable and independent source e.g., the Australian Business Register. 
You must ensure they have valid client contact details, including a confirmed email and phone number.
Evidence Required:
Provide all the following:
· policy or process that demonstrates entity validation is in place as part of the product registration and/or purchase process.
· advise how you verify the ABN is active
· advise how you verify the contact number and email are valid

	[DSP response including any relevant attachments] 





	Personnel Security: Mandatory

	You must demonstrate that appropriate processes and procedures are in place for hiring, managing, and terminating employees, contractors, or non-employees.
Note: Micro DSPs (up to three employees) are exempt from this requirement unless contractors or non-employees have access to source code or Taxation, Accounting, Payroll, Business Registry, or superannuation related information. 
Evidence Required:
Provide: 
· internal policy document detailing how employees, contractors or non-employees maintain confidentiality of enterprise information. 
· process descriptions detailing pre-employment screening and separation procedures.
· sample contracts detailing conditions of employment.
Micro DSPs
Confirm that contractors or non-employees do not have access to the source code.
If they do Personnel Security provisions will apply.


	[DSP response including any relevant attachments] 






	Security Monitoring Practices: Mandatory*

	*Only applies where a DSP (including in-house developers) has control to implement a solution.
You must demonstrate there are appropriate monitoring of networks, applications, and transactions in place. 
You must also demonstrate you scan your environment for threats and will take appropriate action where anomalies are detected.
Evidence Required:
Provide all the following details: 
· screenshot of an intrusion detection system such as a firewall that generates alerts.
· intrusion prevention system screenshot which protects end points and scans the DSP environment to prevent malicious events.
· approach to detect anomalies or a screenshot of a security event and incident management dashboard.
· policy demonstrating what actions will be taken where anomalies are detected.

	[DSP response including any relevant attachments] 



	Supply Chain: Mandatory

	You must demonstrate the functional roles within your supply chain.
These can be defined as:
· Data Collector: Party responsible for the acquisition of data through user interface interaction or APIs.
· Data Validator: Party responsible for the verification of data types, structures, formats and/or data values.
· Data Integrator: Party responsible for combining data from multiple sources for use.
· Data Analysis and Extraction: Party responsible for performing analysis on data to extract a data sub-set or additional derived/calculated data.
· Data Transformer: Party responsible for changing representation of data to file format of data (e.g., CSV to XML). 
· Data Provider: Party responsible for the payload (which may be encrypted).
· Data Transmitter: Party responsible for the message with the payload (e.g., ebMS3/AS4 transmission). 
DSPs with an add-on marketplace will need to provide additional information, see Third Party Add-On Marketplaces.
Evidence Required:
Provide the business details of the participants in the supply chain including:
· entity name
· ABN 
· functional role(s)

	[DSP response including any relevant attachments] 



	Third Party Add-on Marketplaces: Mandatory*

	*Only applies where a DSP (including in-house developers) has control to implement a solution.
You must provide details of the security standard adopted to govern your third-party add-on providers, including evidence that your ecosystem partners have met SSAM or an equivalent.
You must provide details of all developers of third-party add-on marketplaces that connect to your product. 
We define ‘Add-on marketplace’ as an:
· API that is offered by a DSP for use by other third-party software developers to provide additional value-added services to end customers.
Examples of add-ons:
· Accounting/Taxation: inventory, CRM, OCR scanning
· Payroll: timesheets, rostering, pay calculator
· Superannuation: audit integrations, share registries.
Note: For this purpose, SSPs and gateways are not considered as DSPs with add-on marketplaces. 
Evidence Required:
Provide all the following details: 
· details of the security standard adopted to govern your third-party add-on providers. 
· A list of your third-party developers including names and a hyperlink to their product. 
An attached spreadsheet is the preferred format for the list.
We recommend the Security Standard for Add-on Marketplaces (SSAM) as a baseline.

	[DSP response including any relevant attachments]
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[bookmark: _Toc159830248]Category E
Provide a response to all requirements.
Services include desktop and server-based software, where the application is under the control of the client. Category E are primarily STP In-House developers.


	Category E

	• Commercial product or service controlled by either the DSP or the client, and
• No risk APIs regardless of unique client records

	• In-House developer controlled by client and
• Low Risk APIs with less than 10,000 unique client records, or
• No Risk APIs regardless of unique client records.

	* ATO recognise DSPs (including in-house developers) may have some level of control of the requirement, the mandatory element applies where a DSP has control to implement a solution. Some controls may not be applicable.


Requirements

	Authentication: Mandatory

	At a minimum, all solutions must have user-based access, including unique client logins with authentication and authorisation controls implemented e.g., unique username and password.
· Shared logins are not permitted and must be blocked.
· Remember me functionality must be limited to 24 hours.
Evidence Required:
Provide all the following details: 
· evidence to show user-based access, including unique client logins with authentication and authorisation controls implemented.
· a screenshot of ‘Remember me’ functionality limited to 24 hours enabled.


	[DSP response including any relevant attachments] 







	Data Hosting: Mandatory*

	*Only applies where a DSP (including in-house developers) has control to implement a solution.
Data Hosting must be onshore by default, offshore hosting arrangements, including redundant systems are managed by exception only.
DSPs must provide details of their hosting provider to the ATO.
Evidence Required:
Provide all the following details: 
· provider name
· provider location (region)
· redundancy location (region)
· whether the provider is Certified or assessed against another security standard
Offshore data hosting
If you are storing data offshore, you will need to contact the DPO in the first instance.

	[DSP response including any relevant attachments] 



	Encryption Key Management: Mandatory*

	*Only applies where a DSP (including in-house developers) has control to implement a solution.
You need to demonstrate that a policy or process is in place to govern the lifecycle management of encryption keys and minimise the risks of compromised keys.
The scope of this policy should cover three categories: 
· Asymmetric/public key algorithms
· Hashing algorithms 
· Symmetric algorithms
The use of algorithms must align to the Australian Government - Guidelines for using cryptography.
Evidence Required:
An internal policy document which covers the scope of encryption key management.
Include details relating to:
· generation 
· distribution 
· storage
· access
· renewal 
· revocation 
· rotation
· archiving
· length and complexity of keys
· destruction of compromised encryption keys
· recovery 
Note: Where encryption keys are managed by a third-party provider, confirm this by providing evidence to show a relationship, such as an email or contract/agreement with your provider.

	[DSP response including any relevant attachments] 



	Encryption at Rest: Mandatory*

	*Only applies where a DSP (including in-house developers) has control to implement a solution.
Encryption at rest covers data stored for the purpose of Taxation, Accounting, Payroll, Business Registry and Superannuation transactions including Personally Identifiable Information (PII).
You will need to provide evidence that you use an approved algorithm (for example AES-256) to encrypt data at rest as per Guidelines for using Cryptography.
You can choose to apply this control by either encrypting at the disk, container, application, or database level.
Evidence Required:
Provide one of the following: 
· screenshot showing encryption enabled, confirmation of method of encryption applied and algorithm used.
· licensing agreement or invoice with whitepaper.
· policies relating to data classification when applying block, field, or column level encryption.
Where encryption at rest is not viable, provide a screenshot/policy which demonstrates all the below have been met: 
· user/system role-based access controls, active logging, and monitoring protocols.
· restricting or limiting access to databases using principle of least privilege.
· separation of hosts and segregation of networks or micro segmentation.
· intrusion prevention and detection controls.

	[DSP response including any relevant attachments] 



	Encryption in Transit: Mandatory

	You will need to provide evidence that you use an approved cryptographic protocol (for example, as a minimum of TLS 1.2 or TLS 1.3) and algorithm to encrypt data in transit as per: 
ACSC Guidelines for using Cryptography and 
Annex A of ACSC Implementing Certificates, TLS, and HTTPS 

Note: Desktop products that directly connect to the ATO are not required to provide evidence for this requirement. 
Evidence Required:
All cloud products must provide their Domain Name, and provide one of the following: 
· screenshot of back-end configuration of TLS (e.g., load balancer) 
· SSL labs report for public certificates 
All indirectly connecting products must provide one of the following: 
· licensing agreement with SSP
· screenshots from SSP Portal 
· screenshot of API call to 3rd party showing TLS protocol. 

	[DSP response including any relevant attachments] 








	Optional consideration for DSPs in Category E to strengthen security
· To improve the security of your ecosystem and product(s), please consider implementing the below security controls
· These controls are not mandatory, and you are not required to provide any evidence of implementation.

	Audit Logging
· Have an access and event-based log, which includes changes to privileges, permissions, and authorisations. 
· Users with privileged access should be identifiable within these logs.
· Shared login credentials should not be permitted, and each individual user and session should be uniquely identifiable through the audit logs. 
· Keep your logs for a minimum of 12 months. 
You can adopt a risk-based approach to implement controls from the Australian Cyber Security Centre Guidelines for System Monitoring or equivalent industry standard such as NIST Guide to Computer Security Log Management.

Certification
Using one of the below standards, you can undertake a self-assessment to gain a better understanding of your organisation’s information security management system (ISMS). 
Self-Assessment against either:
· ISO / IEC 27001:2022 
· ISO / IEC 27002:2022
· SOC2 
· OWASP ASVS 3.0 or later
· NIST

Multi-Factor Authentication (MFA)
To strengthen your authentication, ATO recommends implementing MFA as best practice. This can be applied as per Australian Government - Guidelines for system hardening

Personnel Security
Have appropriate processes and procedures in place for hiring, managing, and terminating employees, contractors, or non-employees. 
For example, an internal policy document detailing how employees, contractors, or non-employees:
· maintain confidentiality of enterprise information.
· undergo pre-employment screening.  
· undergo separation procedures.

Security Monitoring Practices
Have monitoring of networks, applications, and transactions in place. 
· scanning your environment for threats and taking appropriate action where anomalies are detected. 
· have an approach to detect anomalies and security events. 
Implement an incident management dashboard and a policy of what actions you will take when anomalies are detected.
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