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I .S
Digital Identity update

Available now
myGovID app is available for Apple and Android smart phones via the Apple and Google Play stores.

RAM is available to link your business and authorise representative to act on behalf of your business.

*  myGovID together with RAM can now be used to access the:
o ATO Business Portal
o ATO Access Manager
o Australian Business Register (ABR)
o ATO Online Services for Agents

* Import AUSKkey user functionality has been released in RAM, allowing an authorisation to be created based on the
existing AUSkey permissions. (Note: This will only work for people with a validated IP2 myGovID).

*  Support materials are available on the myGovID and RAM website. How-to-guides for checking your ABR and cleaning
up your AUSkey data (key pre-requisites for AUSkey transitions) are also available.

* To date, over 165,000 myGovIDs have been created and more than 56,000 businesses have linked their ABN in RAM.

What’s coming

*  More online government services — ATO is working with AUSkey relying agencies to transition their services.
o  The Dept. of Employment, Skills, Small and Family Business successfully transitioned their USI Org Portal to
the new solution last week

*  Manual creation of RAM relationships for exception cases (e.g. non-individual associates, IP1 only users)
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Functionality matrix
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Authorisation and role of user in RAM
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I .S
Machine to Machine (M2M) update

Machine to Machine (M2M) — The following progress has been made in delivering the
M2M solution which will replace the use of device and user AUSkeys in software.

» Successful M2M EVTE trial for SBR1 and SBR2.

* The M2M solution, comprising a machine credential and a new secure token service (called Machine
Authentication System — Secure Token, or MAS-ST) remains available in EVTE and we are ramping up our
efforts to get DSPs to test software products.

* The M2M solution has been deployed this week.

» This includes the ability to get a machine credential via RAM and software products must be updated to point to
the new MAS-ST endpoint. This is included in the endpoints document on sbr.gov.au.

* MAS-ST is compatible with device AUSkeys but not Admin or standard AUSkeys. We will be encouraging users
of desktop software to get machine credentials in anticipation of the software update.

* The M2M solution has been designed to provide a simple transition for DSPs and end users.
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Business use case for the M2M solution

A N7 )\

USE CASE: | am a business using desktop software

» To continue to use desktop software a business will be required to get a machine credential.

« The Principal Authority for a Business can create a machine credential via RAM or appoint
a Machine Credential Administrator (MCA) to create the machine credential.

« The machine credential should be obtained by the business and set up prior to receiving the
updated software from their DSP which will consume the new M2M solution.

- /
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DSP providing desktop software

WHAT YOU NEEDTO DO Update desktop software

In order to configure their desktop software products to consume the
new M2M solution, DSPs will be required to make a change to their
software.

ATO messaging

They will need to update their end point from the VANguard

-
- 5T5 servicetothe new MAS 5T service. The end points are

What is not accounted for here is where the
user doesn't have an active subscription with
the DSP.

-
. -
ViC available in the following document:
‘ \501' ep,. N

OL‘ \ https:/fwww.sbr.eov.au/sites /default/filesfato sbr
A \ physical end points.docx

In this situation, the ATO will ensure the ’ Q

messaging isreceived andthat the user

understandswhat they need to do. In any event, '

it is expected that many such Desktop software '

users will contact the DSP or the ATO in April

2020when their software willno longer allow ‘
\

SBR transaction.

Possible channels of

S —— Package and deploy update

Send an email to subscribed software users, advising Once D5Ps have updated their
that an update is available and providing installation desktop software product /s they
instructions. will need to package and deploy
Push a software update to users. In thisevent, the user ::e upda:et: ptr:‘:dluct and provide
has no choice and if they do not have a machine credential, eupdate to their users.

the update will cause the software to cease working.

Direct users to a website to get the software update.
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Business using desktop software
WHAT YOU NEED TO DO

If all staff want to utilise one
or more machine credentials

If the Tax Agent practice wants to have all staff
utilise one or more machine credentials stored on
a local server, they can use two methods:

1. Ensurethe keystore path is on the server or ’
a location that can be accessed by any user ,
who needs to usethe desktop software.

2. Get the MCA to either configure the updated '
software productto pointto the new machine
credential and provide the keystore password
to the user; or give the user the keystore ‘

password.

Permissions

Machine credentials permissions can
be customised in Access Manager.

Permissionsfrom one credential
{AUSkey for example) can be copied
to another (Machine credential).
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Appoint machine credential administrator/s

A machine credential administrator (MCA) will create, install and
manage machine credentials.

The MCA/s will create machine credentials according to their
business requirements. Thiswillvary from Tax Agent Practice
to Tax Agent Practice.

If business want individual usersto have their own
machine credentials, we recommend to get the MCA
to create @ machine credential on the machineg/s
which require the machine credential.

Create machine credential

Standard and administrator AUSkeys will no longer
be able used to authenticate a software transaction.

We advise to setup machine credentials prior to
receiving the software product update. Failure to do so
will mean thatthe software willnot work as itcannot use
an AUSkey (unless it is a device AUSkey) to authenticate & software
transaction.

The MCA can create the desired number of machine credentials

on their own machine, and then securelymove the keystore files to
the desired machines . This will remove the need to install browser
extensions on each machine.

Up until mid-March 2020, initial use of the machine credential will
fail. Thiswill ‘prime’ the credential and it will be written to Access
Manager with full permissions by default. Once the machine
credential isused again it will successfullyauthenticate.




DSP providing cloud software
LY WHAT YOU NEED TO DO

Update software

In order to configure their cloud software products to consume the
new M2M solution, DSPs will be required to make a change to their
software.

Package and deploy
update

Deploy subsequent
update to the cloud
for end users.

They will need to update their end point from the VANguard
5T5 service tothe new MAS 5T service. Theend points are
available in the following document:

https://www.sbreov.au/sites /default/files /ato sbr
\ physical end peints.doox

Apply cloud software role to
machine credential

e Create machine credential

Log into Access Manager and select the Cloud Create and install a machine credential via RAM.
Software role.

Store the machine credential inthe same placeas
Applythe Machine credentialto their Cloud Software the device AUSkey is currently stored.

role. Configure cloud software product to consume

the new machine credential.
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Business using cloud software
m WHAT YOU NEEDTO DO Use updated cloud software

Where a Tax Agent or business is using cloud software (i.e.they have a
cloud relationship in Access Manager with their DSP), they can continue
using the product without disruption.

This is because they use the software without their own
credential, and thiswill continue. The onus willbe on
the DSP to make all the updates.
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I .S
Common issues identified from EVTE testing

The M2M solution has been available in EVTE since April 2019. The following common issues
have been identified:

« Using the incorrect endpoint. (A new endpoint has been created to support the M2M solution.)
Endpoints document is found at https://www.sbr.gov.au/sites/default/files/ato_sbr_physical_end_points.docx

« Using the incorrect Applies to value

Correct Applies to value for EVTE is https://test.sbr.gov.au/services

 Firewall issues

« Using an old and unsupported Software Developer Kit (SDK)
Only the latest SDK versions are supported
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Next steps

* AUSkey will be decommissioned in March 2020.

* The M2M solution will be available from this week and you will need to get onboard
as you begin to prepare.

* Get a myGovID and link your business in RAM (ensure your ABR details are up-to-date).

Create a machine credential in RAM if you are the principal authority or machine credential
administrator (MCA).

Register now to test the new M2M solution in EVTE

To test the M2M solution in EVTE contact the DPO via:
* Online services for DSPs (OS4DSPs):

* Log in using your AUSkey

+ Complete the SBR developer registration or new contact registration form (new users only)

» Navigate to the M2M credential group and submit a ‘Register for M2M testing in EVTE’ request
+ If you cannot use OS4DSPs you can email dpo@ato.gov.au

Once you receive the welcome pack you will be able to test the new machine credential in EVTE.
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Questions?
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