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PURPOSE OF THIS PAPER
This paper provides a high-level recommendation for addressing issues raised by the digital service providers (DSPs) regarding the re-use of the de-whitelisting message. 
OVERVIEW OF THE ISSUE
The de-whitelisting message (Appendix) was originally created to notify tax agents of their software being de-whitelisted. While this process is still a key requirement, tax agents are now receiving the same message when;

1. There are complete outages within the SBR2 channel (carried out by the ATO when implementing major deployments or due to unplanned system issues), AND
2. Maintenance is undertaken on a particular service or during a specific incident in SBR2
This message is misleading and negatively impacting tax agents, DSPs and their relationship with the ATO.
DIGITAL SERVICE PROVIDERS
The PLS focus group met and have requested a change in the communicated message.  They recommended that the de-whitelisting message expand to reflect the broader system outages. 
The wording recommendation was as follows:
Error code: SBR.GEN.FAULT.SERVICEACTIONDENIED
· Short description: The ATO may be currently experiencing technical issues or your software is not registered with SBR.
· Long description: ATO services could be experiencing technical issues at the current time, therefore try again later. Alternatively your software may not have been self-certified and is not registered for this action or service. In this situation please contact your software provider.
ATO 

The ATO has investigated the issue and identified the potential to be able to deliver targeted messaging in order to enable a better client experience for DSP’s and clients.
The suggested approach is to:
1. Use the original de-whitelisting message for its intended purpose 
· In the event where the software product has been de-whitelisted, the original error message will be sent through to notify tax agents
2. Create a new message for complete outages

· In the event of a complete outage within the SBR2 channel, the ATO will send through a standard maintenance response message reflecting the situation accurately
3. Investigate the feasibility of delivering tailored messages for specific service outages  
· In the event where maintenance is undertaken on a particular service or during a specific incident in SBR2, the ATO will implement a mechanism that allows disabling of the impacted service in SBR2. Additionally, a detailed and accurate message reflecting the situation will be sent to tax agents via SBR2
Next steps
· Progress the design, development and implementation to use the original de-whitelisting message for its intended purpose and creation of a new message for complete outages

· ATO to progress an feasibility assessment for tailored messages
· Wording for new messages to be developed via consultation and collaboration with DSPs
Appendix:

· De-whitelisting error message details:

<sbdm:Message.Event.Item.Short.Description>The software used to generate this request has not been registered with SBR</sbdm:Message.Event.Item.Short.Description> <sbdm:Message.Event.Item.Detailed.Description>Core Services has the capability to reject requests from client software that has not been self-certified by its developer organisation. This fault is generated in the situation where this capability is enabled.</sbdm:Message.Event.Item.Detailed.Description>
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